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INSIDER THREAT DEFENSE
Fresh Haystack, a division of CANDA Solutions, is a modular security case management solution
created from years of experience deploying generic case management systems for Federal and
Commercial customers that were expensive, difficult to navigate, costly, and slow to implement. With a
dedication to “Getting Things Done,” we knew there had to be a better way to gain clarity across the
many existing departmental data silos using case management framework.

CAPABILITIES
● Insider Threat Defense
▸ Risk / Threat Assessments
▸ Continuous Evaluation
▸ Insider Threat
▸ CounterIntelligence
● Enterprise Personnel / Industrial Security
● Continuous Adaptive Risk Evaluation
● Enterprise Investigations Management
● Case Management Solutions

COMPANY DATA
Privately Held Small Business

HOW WE MAKE A DIFFERENCE
CANDA has deep security domain experience which
enables up-to-date alignment of policy and software,
keeping our customers on the forefront of the latest
risk mitigation methods and techniques. We provide a
way to analyze, process, adjudicate, store, and trend
information of interest in a safe and secure manner.

BENEFITS
● Protecting:

● Privacy

▸ Corporate Brand

● Configurable Risk Model

▸ Intellectual Property

● Relevant Alerts Only

ABOUT CANDA Solutions

▸ Trade Secrets

● Behavioral Analytics

▸ Legal Liabilities

● Federated Data

CANDA provides Insider Threat Defense solutions

▸ Data Leaks

that enable whole-person, contextual visibility and

▸ Proprietary Assets

National Capital Region Headquarters

Providers
● Cloud-based

threat mitigation opportunities. Our public and

● Compliance

● Security as a Service

private sector work experience positions us to

● Full Audit

● ROI

support the missions of the Warfighter, the

● Reporting & Metrics

● Flexible Licensing

National Security workforce, and Corporate entities.
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Instant Velocity with a Fresh Approach

INSIDER THREAT DEFENSE

Failure to integrate Personnel, Cyber, & Insider Threat risks can have disastrous consequences. Analyzing risk in
isolated silos deprives your Enterprise of the powerful, contextual insights provided by integrated risk
assessment and can result in Edward Snowden-like disasters. Enterprise Risk Assessment must leverage the
interdependencies between security and other internal systems. Only then can true risks be fully understood
across the Enterprise by coordinating with Security, IT, Legal, Recruiting, and Human Resources.
Fresh Haystack Insider Threat Defense (ITD) is an innovative end-to-end solution that places all elements of
security risk into a single, contextual, easy-to-use platform. ITD improves risk mitigation effectiveness by
integrating the Enterprise’ risk into a Common Operating Picture (COP) while complying with organizational
policies, regulations, and standards. It allows a review of all risk-related data discoveries and reporting, all while
respecting employees’ privacy guidelines and procedures.
ITD not only addresses current challenges in risk assessment, but it also actively anticipates the evolving
complexity of the security industry and leverages technologies designed to adapt to the growing threats
placed on your Enterprise. Undoubtedly, exponential growth of compliance requirements, cyber-attacks on the
IP, and corporate / consumer data losses will result in the need to process large volumes of data from diverse
systems. ITD was purpose built to assist your crucial security needs as you confront an ever-changing array of
threat vectors.
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